DEPARTMENT OF FINANCE AND PERSONNEL

FRAUD RESPONSE PLAN

Introduction

1. The Department has prepared this Fraud Response Plan to act as a procedural
guide and provide a checklist of the required actions, which must be followed, in the

event of a fraud, or attempted fraud, being suspected.

2. Adherence to this plan will ensure that timely and effective action is taken to prevent
further losses, maximise the recovery and minimise recurrence of losses, identify

the fraudsters and maximise the success if any disciplinary/legal action taken.

3. The overarching theme of this plan is ‘IF IN DOUBT, ASK FOR ADVICE'. This
applies at any point in an investigation. Details of contacts are provided in
paragraphs 17, 20 and 21 below.

4. A Service Level Agreement (SLA) has been agreed with the Department of
Agriculture and Rural Development (DARD) Central Investigation Service (CIS).
This will ensure the completion of investigations in accordance with the
requirements of the Police and Criminal Evidence (Northern Ireland) Order 1989.
The SLA is attached at Schedule I. Full details of roles and responsibilities are

contained in the document.

5. A Memorandum of Understanding (MoU) has also been agreed with the Police
Service of Northern Ireland (PSNI) Fraud Unit, Strandtown for the Public Sector.
The MoU provides a basic framework for the working relationships between the NI
Public Sector and the PSNI in respect of the investigation and prosecution of

suspected fraud cases and is attached at Schedule 11 of this document.

Preliminary Stage (the chart contained in  Schedule Il refers)

6. In the event of a fraud, attempted fraud or other illegal act being suspected, the
officer should immediately report the matter to their line manager/Head of Branch.

If there is concern that line management may be involved, the matter should be
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10.

reported to the next appropriate level. Additionally, the Departmental Establishment
Officer (DEO), Mr Ryan Dobson, should be contacted. Where confidentiality is

sought, staff may report their suspicions direct to the CIS through the Hotline,

(telephone no 08081002716 or on-line via the internet www.dardni.gov.uk. The

Hotline operates 24/7 and all information received is treated in strictest confidence.

It is for line management to undertake an initial fact-finding exercise. This discreet
preliminary enquiry should be carried out as speedily as possible and certainly

within 24 hours of the suspicion being raised.

The purpose of the initial fact-finding exercise is to determine the factors that gave
rise to suspicion and to clarify whether a genuine mistake has been made or if it is
likely that a fraud has been attempted or occurred. This may involve discreet
enquiries with staff or the examination of documents. It is imperative that such
enquiries should not prejudice subsequent investiga tions or corrupt
evidence, therefore, IF_IN DOUBT, ASK FOR ADVICE . The Head CIS or deputy

can be contacted for advice on how to correctly proceed at the preliminarily enquiry

stage and on what further enquiries are necessary. Schedule IV provides contact

details.

If the preliminary enquiry confirms that a fraud has not been attempted nor
perpetrated, however, internal controls are deficient, management should review
their control systems with a view to ensuring they are adequate and effective. The
relevant Risk and Control Framework should be updated and, where appropriate,
the Directorate/Agency/Corporate Risk Register(s) (paragraph 10 of the DFP Fraud
Policy refers). Internal Audit is available to offer advice and assistance on matters

relating to internal control, if required.

Formal Reporting Stage

If the preliminary enquiry confirms the suspicion that a fraud has been attempted or
perpetrated, management must ensure that all original documentation is preserved
in a safe place for further investigation. This is to prevent the loss of evidence,

which may be essential to support subsequent disciplinary action or prosecution.
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12.

13.

14.

The facts should be reported immediately to the Head of Division, Head of Branch
concerned and the DEO. The Head of Accounting and Accountability Branch (AAB)
should also be notified to allow compliance with reporting arrangements
(paragraphs 17 to 19 below refer), in particular to the Comptroller and Auditor

General and to Fraud and Internal Audit Policy, DFP.

To remove any threat of further fraud or loss, management should immediately
change/strengthen procedures and if appropriate, suspend any further payments

pending full investigation.

The DEO will decide on the appropriate course of action including the full formal
investigation arrangements. The scope of the investigation should be determined
by DARD CIS, in line with the terms of the SLA. Should DARD CIS advise that
further expertise is required, eg Solicitors, Forensic Accountants/Engineers, the

DEO will engage the appropriate assistance.

Reporting arrangements also apply to monies for which the Department is
accountable but expended outside the Department. This includes the Special EU
Programmes Body, the North/South Pension Scheme Account and the

Superannuation and Other Allowances Resource Account.

Liaison with the Police Service of Northern Ireland

The DEO should ensure that legal and/or police advice is sought where necessary.
DARD CIS, on behalf of the DEO, will lead on liaisons with the Police Service of
Northern Ireland Fraud Squad, based at Strandtown PSNI Station, Belfast, in line
with the agreed terms contained in the MOU. PSNI is available to give advice
and/or guidance in cases where fraud is suspected (contact details are available in
the Annex B of the MoU; Schedule 1l refers). Where actual or attempted fraud is
confirmed and is of a large or complex nature, the Fraud Squad is capable of

carrying out investigations. Smaller cases may be referred to the local police.
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18.

Post Event Action

Where a fraud, or attempted fraud, has occurred, management must make any
necessary changes to systems and procedures to ensure that similar frauds or
attempted frauds will not recur. Additionally, if a Departmental employee is
suspected of involvement, the DEO will consider the appropriate course of action.
This may range from close monitoring/supervision to precautionary suspension,
however, it should be noted that suspension does not in any way imply guilt.

Paragraphs 25-27 of the DFP Fraud Prevention Policy also refer.

Internal Audit is available to offer advice and assistance on matters relating to

internal control, if considered appropriate.

Communication

The following communications should be observed in all cases:
The Departmental Audit and Risk Committee should be kept informed of
developments during the investigation;
A lessons-learned document should be circulated throughout the Department, if
appropriate;
This Departmental Fraud Response Plan should be reviewed to determine
whether it needs to be updated and if so, changes should be circulated
throughout the organisation;
Consideration should be given to informing other public sector organisations, eg
other Government Departments, NIAO, grant paying organisations; and
At the appropriate time, inform the DFP Fraud Working Group and the NICS

Fraud Forum of outcomes and lessons learned.

Reporting Arrangements

The Head of Accounting and Accountability Branch (AAB) is responsible for
notifications to Fraud and Internal Audit Policy (FIAP, DFP) and the  Comptroller

and Auditor General about all discovered fraud, proven or suspected, including

attempted fraud, within or against the Department, its Agencies and NDPBs. This
arrangement extends to frauds (proven or suspected) including attempted fraud in

organisations/companies supported with public funds from Voluntary Bodies and
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other agents such as Intermediary Funding Bodies/third party organisations funded
by the Department. Therefore, the Head of AAB should be notified immediately of

all such frauds.

Additionally, the Head of AAB will complete the annual return of frauds to Fraud and
Internal Audit Policy (FIAP) (by the end of May each year). Section 37 of GANI

defines requirements.
Also, the Head of AAB will ensure that relevant parties are apprised of progress
regarding the completion of the investigation. Care will be taken in making such

reports that potential future legal proceedings are not jeopardised.

Conclusion

Any queries in connection with this response plan should be made to the DEO.

Advice and assistance on risk management/internal control issues can be sought

from the Head of Internal Audit.

Current contact details for officers referred to above are provided in Schedule 111.
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SLA for the Provision of Fraud Investigation Servic es

Introduction

The purpose of this Agreement is to set out the basis on which the Service Provider
will deliver the Service to the Client. It specifies the nature, quality, required outputs
and monitoring arrangements for the Service to be provided and the basis of costs.
It also outlines the responsibilities of the Client with regard to the provision of
information, compliance with procedures etc, in order for the Service Provider to
deliver an efficient service. Although this Agreement has no legal effect, the Client

and Service Provider will act in accordance with the Agreement.

Objectives

The objectives of this Agreement are to formalise the operational requirements, to
define the obligations of both parties, and to promote a flexible co-operative

arrangement.

Client and Service Provider Details

The Client is the Department of Finance and Personnel whose main offices are at
Rathgael House, Balloo Road, Bangor BT19 7NA. The Client Manager is Mr Jim

O’Hagan, DFP Director of Finance, of the above address.

The Service Provider is DARD Central Investigation Service, Dundonald House,
Upper Newtownards Road, Belfast BT4 3SZ. The Service Manager is Mr Tommy

McCauley (Head of DARD Central Investigation Service) of the above address.

Period of the Agreement

The term of this Agreement covers the period commencing 1% April 2008 and
ending 31% March 2011.

Scope of the Agreement

The provision of the following services are covered by this Agreement:
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10.

11.

Provision of advice and guidance on all instances of fraud or suspected fraud
and irregularity (Fraud is defined as the use of deception with the intention of
obtaining an advantage, avoiding an obligation or causing loss to another
party. Irregularity is defined as intentional distortions of financial statements or

other records, for whatever purpose);

Full investigative services in accordance with the requirements of the Police
and Criminal Evidence (Northern Ireland) Order 1989;

Consultations on behalf of the Department with the PSNI; and

Attendance at meeting, as required.

A more detailed description of each service is described in the Terms of Reference
(ToR) provided by the Service Provider to the Service Manager and attached at

Appendix I.

The Service Level Requirement

The Service Provider will provide the service specifically requested by the Client as

the need arises.

Performance Monitoring

The level and standard of service to be provided by the Service Provider will be in
accordance with that specified in the ToR from the Service Provider to the Service

Manager.

The Service Provider will furnish the Client with reports as agreed in the ToR.

Basis of Costs

Formal charges will be raised for the services provided. The calculation of costs is
based on the DARD Ready Reckoner of Staff Costs and accordingly services will
be charged for the initial period of the agreement at £12,500 per annum. This
amount is inclusive of direct travel and subsistence costs and is based on a joint

arrangement with the Special EU Programmes Body (SEUPB), ie SEUPB will be
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13.

14.

15.

16.

17.

18.

19.

charged a further £37,500 per annum. Actual costs relating to the use of
consultants will be payable by the Client via the Service Provider.

The Service Provider will monitor costs incurred during the term of the Agreement
and invoice the Client on a twice yearly, in advance. Charges, frequency of billing
and the joint arrangement with the SEUPB will also be reviewed annually for

continued appropriateness and value for money.

Confidentiality

All data, information and reports will be regarded as strictly confidential to the Client

and Service Provider.

For the avoidance of doubt, no details whatsoever of the Client’'s business obtained
during the course of investigative work will be divulged to any unauthorised third

party without the prior permission of the Client Manager or his designated officer.

In the event of a material breach of the confidentiality provisions the Client will have
the right to terminate the Agreement on giving written notice to that effect.

The Service Provider will however be able to use and quote from any data that has
been published or is held in the public domain, eg Audited Annual Accounts,
statistics and other sources of publicly available information.

All investigative files, working papers, reports, and other documents specific to the
Client will remain the property of the Client. All archive material will be stored at the
premises of the Service Provider unless otherwise specified by the Client.

All current investigative files, working papers, reports and other documents specific
to a Client will be held securely by the Service Provider in designated

accommodation.

Access to all current documents will be restricted to the Service Provider and Client,

or other staff specifically authorised by the Client.
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22.

23.

Resolution of Complaints or Disputes

Should the Client have cause to complain about deficient quality, quantity or
standards of service or other customer care issues such as courtesy of staff, the

matter will be resolved by the following procedures:

a) Minor problems with the service should be resolved informally following

discussion between the appropriate managers; and
b) Any major or persistent problems should be reported as follows:

The Client Manager or other representative will communicate the complaint
in writing to the Service Manager no later than 5 working days after

identification of the complaint; and

In all cases, the Service Manager will investigate, take appropriate corrective
action, and report to the Client Manager or other representative within 5
working days of the complaint being notified. A record of all complaints and
references to their resolution must be kept by both Client Manager and

Service Manager.

Any dispute, difference or question arising between the Service Provider and the
Client, which cannot be satisfactorily resolved, will be considered jointly by the DFP
Audit and Risk Committee. Any resulting decision will be final.

The Client or the Service Provider will not be liable for delay or failure to perform
any obligation under this agreement if the performance of such an obligation is

prevented by a cause, which is beyond the control of either party.

Review of the Agreement (Variation)

The Agreement will be reviewed annually for the purpose of enabling amendments
to the service level requirements, standards or method of operation of the service,
varying the scope of the service to be provided, agreeing adjustments to
costs/charges, reviewing service achievements and response levels against the
Agreement targets or undertaking action to improve compliance with the

Agreement, or reviewing the targets contained.
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25.

26.

27.

28.

29.

Any additions or variations to the service required by the Client and agreed by the
Service Provider, will be identified and appended to this Agreement.

Additionally, the parties may undertake interim reviews for the purpose of
negotiating the amendments to this Agreement in response to new statutory
requirements or policy decisions having the effect of varying the scope or level of

the service required.

Sub-Contracting

The Service Provider will not sub-contract any of the services defined in Terms of

Reference without the prior written consent of the Client.

In the event of the Client consenting to services being sub-contracted, the sub-
contract will be a contract between the Service Provider and the successful

tenderer.

The Client reserves the right to withdraw its consent to any sub-contractor where it
has reasonable grounds to no longer approve of the sub-contractor or the sub-
contracting arrangement. The contract with the external provider will then be

terminated.

Contacts

All communications between the Client and the Service Provider in respect of the

Agreement must be conducted through agreed representatives, who will be:
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Client Q) 2

Name Mr Ryan Dobson Mrs Bertha McWhinney

Title/Grade Departmental Establishment Deputy DEO

Officer (DEO)

Telephone 9185 8146 (or x 68146) 9185 8072 (or x 68072)

Service Provider (1) (2)

Name Mr Tommy McCauley Mrs Renee McDowell

Title/Grade Head of DARD Central Senior Investigator Central
Investigation Service Investigation Service

Telephone 9052 4084 (or x 24084) 9052 5005 (or x 25005)

Termination

30. The notice period of terminating the Agreement will be 12 months, or such other

mutually agreed period.

31. If another organisation is required to take over the service at the expiry or
termination of the Agreement, the Service Provider will co-operate in the transfer.

The transfer will be arranged to reduce to a minimum any interruption in the service.

Joint Agreement

32. Both parties signify below their acceptance of the Agreement on the terms and

conditions documented.

Signed on Behalf of DARD Central

Signed on Behalf of the Client (DFP) Investigation Service

signed: signed:
Print Name: Mr Ryan Dobson Print Name: MrJohnSmi_th
Designation: Departmental Designation: Director of Finance

Establishment Officer

Date: Date:
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Terms of Reference

Description of Service

DARD Central Investigation Service provides a dedicated resource to investigate
cases of suspected internal and external fraud irregularity and has the authority to

conduct criminal investigations.

Roles and Responsibilities
The responsibilities of the DARD Central Investigation Service are as follows:

a) Attend case conferences with the Fraud Investigation Oversight Group to
discuss initial information or preliminary investigation findings in accordance

with the DFP Fraud Prevention Policy and Fraud Response Plan;

b) Assess cases of suspected fraud within 10 working days of receipt to

determine if investigation action is appropriate;

c) Agree a Terms of Reference for the specific assignment with the Departmental
Establishment Officer within 10 working days;

d) Conduct investigations in strict compliance with relevant law and procedure;

e) Provide monthly updates (or more frequent if necessary) to the Departmental
Establishment Officer on all on-going investigations detailing the progress and
status of investigations and details of calls to the Hotline and subsequent

action taken;
f) Prepare evidence packs and lead all communications with the PSNI;
g) Report the outcome of court proceedings to DFP within 1 Day (E-mail);
h) Draft a Press Release to publicise prosecution within 1 Day of conviction;

i) Provide feedback where appropriate arising from investigations, eg

procedural/ legislative weaknesses;

)] Communicate PPS requirements and/or weaknesses in prosecution cases as

required,;

k)  Provide Fraud Awareness seminars to key staff as required and in agreement
with the Chair of the DFP Fraud Working Group; and

)] Any other services mutually agreed by both parties.
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The responsibilities of DFP are as follows:

a)
b)

c)
d)

f)

g)

h)

)

Identify suitable members for the Fraud investigation Oversight Group;
Arrange case conferences and record minutes of meeting;
Draft Terms of Reference for each investigation;

Ensure all cases of suspected fraud and irregularity are referred to the Head
of Central Investigation Service or deputy immediately suspicion of fraud is

determined;

Ensure all cases of suspected fraud are referred to the Head of Central
Investigation Service or deputy using the appropriate Referral Document, ie
suspected external fraud in Form RD1 DFP (Appendix Il refers) and suspected

internal fraud on Form RD1 DFP(I) (Appendix Il refers);

Where confidentiality is sought, staff may report their suspicions direct to the
CIS through the Hotline (telephone number: 080 8100 2716) or on-line via the

internet www.dardni.gov.uk;

Ensure that all staff are aware of the correct procedures for reporting fraud

and irregularity

Ensure all staff are made aware of the Anti Fraud Policy Statement and Fraud

Response Plan annually;

Provide Central Investigation Service with access to records and staff to assist

in the effective discharge of investigation work; and

Respond to feedback/recommendations arising from investigations, eg

procedural/legislative weaknesses, within 10 Days.




External Referral Document - RD1 DFP

Appendix Il

Date Received:

(Part 1) Identity Details of Alleged Offender

Date:

Suspect

Address

EU Project Application
No:
(if applicable)

(Part 2) Other Persons Involved (eg family members or known associates)

NAME

ADDRESS

(Part 3) Details of Allegation/Suspected Offence (attach a separate report if necessary)

Please estimate the financial involvement in this case.
(This box must be completed)

RD1 (amdt 01/06)




External Referral Document - RD1 DFP

Appendix Il

(Part 4) Supporting Documentation (Original documentation should be provided and copies
retained by referring office)

1 6

2 7

3 8

4 9

5 10

Date Detected Date of Alleged Incident

*EU Structural Funds only: Irregularity form completed Yes / No

Article 4 Inspection carried out (date):

Reporting Officer Office/Dept

(PRINT NAME)

Signed Dated:

Tel No/Ext

(Part 5) Line Management/Comment/Recommendation

Signed Date

(Part 6) Head of Central Investigation Service Comments

Signed Dated

Date Case Recorded on Database :

Signed : Date:

RD1 (Amdt 01/06 )
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External Referral Document - RD1 DFP

Date Received in CIS:

(Part 1) Identity Details of Alleged Offender

Employee Name:

Office Address:

Home Address:

Payroll No:

(Part 2) Other Persons Involved (eg known associates)

NAME:

ADDRESS (Office)

Payroll No.(if applicable)

(Part 3) Details of Allegation/Suspected Offence (attach a separate report if necessary)

Please estimate the financial involvement in this case
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External Referral Document - RD1 DFP

(Part 4) Supporting Documentation (these should be legible copies)

1. 6

2. 7

3 8

4 9

5 10
Date Detected: Date of Alleged Incident:
Reporting Officer: Office/Dept: Tel No/Ext:

(PRINT NAME)

Signed: Date:

CIS USE ONLY

(Part 5) Head OF Central Investigation Service Comments

Signed Dated

Date case recorded on database:

Signed: Date:

RD1 (I)
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Schedule I

INTRODUCTION

This memorandum sets out a basic framework for the working
relationship between the Northern Ireland Ireland Public Sector (as
defined below) and the Police Service of Northern Ireland, in respect

of the investigation and prosecution of suspected fraud cases.

It is recognised and accepted by the public sector bodies participating
in this Memorandum, as listed in Annex A and by the PSNI that this
Memorandum shall not be regarded as a contract and does not
create any rights, liabilities, or obligations which would have a binding
effect in law. It is intended to record the agreed best practice to be
followed, but is purely advisory and does not itself seek to impose
any obligations or restrictions beyond those contained in the relevant

applicable legislation.

THE NORTHERN IRELAND PUBLIC SECTOR BODIES COVERED
BY THIS MEMORANDUM

The NICS departments are responsible for all matters, which would
be devolved to the Assembly if suspension were lifted e.g. health,
social security, urban regeneration, arts and leisure, agriculture etc.
The NICS departments are not responsible for matters such as
policing and organised crime, security policy, prisons, criminal justice,
international relations, taxation, national insurance, regulation of
financial services and the regulation of telecommunications and
broadcasting which are excepted or reserved matters and are
therefore dealt with by the Northern Ireland Office (NIO). Separate
arrangements apply to NIO responsibilities.

NICS departments may also have a number of Agencies and
sponsored bodies e.g. Non Departmental Public Bodies (NDPBs),
Health Trusts, Councils etc. established to undertake the executive
functions of government as distinct from policy advice. Agencies are
either Supply-financed or financed through a trading fund. NDPBs
can be financed by a grant or grant-in-aid, levies, loans from the
Northern Ireland Consolidated Fund (NICF) or in the case of small

ones such as advisory bodies, directly from the sponsor department’s
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Estimate. The Health Boards and Trusts are funded by the
Department of Health, Social Services and Public Safety and the
Councils through the rates and grants from the Department of the

Environment.

Given the nature of this Memorandum it is expected that it will apply
to the Northern Ireland Public Sector defined to include all the bodies

above.

A full list of the Public Sector bodies covered by this memorandum
can be found at Annex A. This list may be subject to change e.g. as a
result of Machinery of Government Changes such as the Review of

Public Administration.

THE POLICE SERVICE OF NORTHERN IRELAND (PSNI)

The PSNI was established in November 2001 as a result of the
recommendations of the Independent Commission on Policing in
Northern Ireland, which was set up as a result of the Belfast

Agreement.

The purpose of the PSNI is to make Northern Ireland safer for
everyone through professional, progressive policing upholding the

values of;

¢  Honesty and openness;

¢  Faimess and courtesy;

¢  Partnerships, performance, professionalism; and

¢  Respect for the rights of all.

fncreasingly the PSNI has been concerned to promote a fraud

prevention strategy in the Public and Private Sectors.
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4. WHAT IS FRAUD?

At the time of writing there is no precise legal definition of fraud and
for practical purposes, fraud may be defined as “causing loss or
making a gain at the expense of someone by dishonest means”.!
However, fraudulent behaviour encompasses a variety of offences
such as theft, false accounting and bribery and corruption. However,
the lack of a precise definition of fraud leaves room for interpretation
and hence the Law Commission prompted the Home Office to
introduce the Fraud Bill, which is now before Parliament. The bill will,

for the first time, define fraud in English law.

5. STATEMENT OF INTENT

This memorandum aims to set out a framework to ensure appropriate
action is taken by the public sector organisations stipulated at Annex
A, in line with DFP guidelines to deal with cases of suspected fraud
as set out in Chapter 5 of Government Accounting Northern Ireland
(GANI) and other guidance issued by DFP and that actions
throughout the investigative process are conducted in accordance
with the Police and Criminal Evidence (Northern Ireland) Order 1989
(PACE) where appropriate.

It also provides for the exchange of relevant information between the
two parties and seeks to ensure that such disclosure of information to
the other is in a timely manner and complies with any relevant

legislation.

A list of departmental contacts, having responsibility for the effective
working of this MOU, is contained in Annex B and this will need to be
augmented in those organisations covered by this memorandum by

equivalent contact pointsz.

' Fraud Review, July 2006: 24

? These contacts are for the operation of the MOU and not intended to override operational
contacts already working within some departments/bodies or appointed by them to work on
their behalf.
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6. OPERATING PROTOCOLS
Referrals

Public bodies should liaise with the PSNI Fraud Unit as appropriate,
making reference to the guidance set out in the Management
Checklist, issued by DFP under cover of DAO (DFP) 12/06.

Subject to the Acceptance Criteria as outlined at Annex C the public

* Where this does not conflict with any existing arrangements between a particular body and
the PSNI, in which case, the existing arrangements should prevail
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