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Introduction

This document gives a high-level technical overview of the NI DIS upgrade, and gives a technical introduction to using the Gateway and its component parts.

The following diagram provides a high-level overview of how a Department communicates with the Government Gateway.  


















1 The Government Gateway

There are five key components of the Government Gateway available to Departments:

1) Registration & Enrolment

2) Transaction Engine

3) Secure Messaging

4) Payments Engine

5) Gateway Helpdesk

1.1 Registration & Enrolment (R&E) Engine

The R&E component is an authentication and authorisation facility that supports both User ID/Password and Digital Certificate authentication methods. This enables users (citizen, organisations and intermediaries) to have single sign-on facilities across all government services – national, regional and local

· Registration and Enrolment – the authentication and authorisation engine of the Gateway provides two types of interface:

· Web pages user interface – a series of on-line conversational dialogues consisting of web page interactions with end users that support the Gateway registration and enrolment process (see www.gateway.gov.uk)

· Programmatic interface – web service interfaces available over the Internet. There are essentially two types of web service available

· a secure web service interface, available only to trusted users (such as government portals and applications), which provides a range of authentication and authorisation support, including the ability for a portal to register and enrol a user to the Gateway

· a more limited public web service interface that is available for any portal or application to undertake services such as authenticating a user
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1.2 Transaction Engine (TxE)

The TxE is a transaction and routing engine. Documents and business forms can be exchanged reliably between government organisations and external organisations, intermediaries and citizens, as well as between government organisations.  

The Transaction Engine works through two methods: for ‘ad-hoc’ use, a clearly defined submission protocol involving the exchange of XML documents posted into a URL destination point; and for permanently connected spokes, two-way messaging via DIS between the hub and those spokes involved in the messaging exchange

1.3 Secure Messaging

Provides a web based mail system for all users. It allows Government to deliver correspondence into a secure mailbox, and allows users to send mail direct to Departments whose services they are enrolled for.  The delivery and date-stamped features of Government Gateway secure mail offer both Departments and users a very secure method of distributing information and handling enquiries. By interfacing with back-office systems, the Secure Mail functionality offers the opportunity to fully automate many processes that otherwise would require considerable resource to manage.

This service can be broadly compared to the type of web-based secure mail communications offered by most online banking applications, which enable customers to communicate securely with their financial institution. This facility is provided both through a web browser user interface, as well as programmatically via a SOAP web service.

1.4 Payments Engine

This is a payment facility, which enables users to make payments to government organisations.  Payments can be made using credit and debit cards. The issuing of direct debit instructions is also supported.

Your online payments application talks directly to the Gateway public-facing Internet Security Accelerator (ISA) servers via SOAP.

1.5 Gateway Helpdesk

OeE provides a specialist Help Desk application to assist departments in interfacing with the Gateway, and supporting the development of Gateway enabled applications. The Helpdesk support is a web application that sits on the Gateway. Access is across the PSN/GSI and (secured) Internet, controlled by UserID and password.

The Help Desk application provides departments with web access to tools that allow them to query the Gateway directly to resolve problems that have been logged by their customers. The tools also provide the ability to perform common functions to assist in customer use of the Gateway.

The main, high level functionality is:

· transaction queries – searchable by correlation ID

· helpdesk administration –  the setting up and maintenance of users within departments that are allowed to use the functions of the helpdesk support system

· user maintenance – allows the amendment  of Gateway user details such as allocation of an agent for a user or issuing a new password for a user who has forgotten the old one

· user enrolment support – this allows enquiries on the status of the relationship of a user such as details of when the user enrolled and when they activated the service

· user queries – allows the query of information such as events that have occurred for a particular user or individual submission (transaction) details.  All user queries are driven by the input of Known Facts

4 Standards and Schema Explored

The Government Gateway is a vendor neutral, standards-based environment, which uses e-GIF and GovTalk interoperability standards (which in turn use IETF, W3C and WS-I interoperability standards). The Gateway exposes all of its services using these open interoperability standards, namely:

· TCP/IP

· HTTP

· HTTP 128 bit SSL (TLS 1.0)

· HTML

· XML 

· X.509 certificates

· W3C XML signing

· SOAP

· SMTP

XML is used as the standard data format for all messages into and through the Gateway. The specific standards are defined by the UK Government’s GovTalk initiative (www.govtalk.gov.uk). Gateway/ Internet/Backend Systems linkage is achieved through the Departmental Interface Server (DIS). DIS provides SOAP reliable two-way communication between the connecting organisation and the Gateway. It combines compliance with the Gateway’s open interoperability e-GIF
 standards (XML, HTTP and SOAP) together with reliable once-only delivery and ease of integration into backend proprietary systems within the connecting organisations.

The following diagram outlines the various standard interfaces and where they are used by the Government Gateway. 
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On receiving a transaction, the Gateway authenticates the user and ensures that they are enrolled for the service that they wish to use. If the user has signed the submission using a digital certificate, then the Gateway will check the validity of that certificate with the certificate issuer.

All incoming submissions to the transaction engine part of the Gateway must be in the form of a structured XML document containing a GovTalk header and a body. The header contains information relevant to the Gateway. The body contains the business content (such as a tax return, or a request for information). General submissions are made using HTTP Post to a transaction engine specific URL over a 128bit SSL connection.

4.1 A short note on Govtalk

GovTalk is an initiative created and owned by the UK Government – the eGovernment unit (formerly the Office of the e-Envoy) runs the GovTalk group (which includes government and industry) with a mandate to agree common standards for electronic communication. The GovTalk group includes a wide, representative spectrum from across Government (central and local), the NHS and the IT industry – such as BT, Compaq, IBM, EDS, Xansa, Fujitsu, Microsoft, etc.

The GovTalk site can be found at:

http://www.govtalk.gov.uk
The GovTalk envelope used by the Gateway specifies the content needed to transport messages between Gateway-using organisations:

· the sender’s credentials & identifiers (including a W3C compliant signature where appropriate)

· the name of the service to which the message should be routed

For business schema, the Gateway transaction engine only examines the envelope – the payload (or body) is opaque and is not touched (the payload is typically something such as a tax return, tax credit application, etc). Departments, local authorities and others are responsible for defining the contents of the business payload – typically it will be used to contain the electronic version of forms and other documents.

For admin schema, where the Gateway does need to take action (such as re-setting a user password), different rules apply since clearly the Gateway does need to examine the contents of these messages and act upon them.
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3 Testing your application on the Government Gateway

3.1 The Environments
The eGovernment Unit (formerly the Office of the e-Envoy) manages four different environments. Each environment fulfils a specific role for each release.

The environments are

· Production;

· Staging;

· Reference;

· Independent Software Vendor (ISV).

Production

Production is used to provide the live Government Gateway service. This environment is highly available, highly resilient and has a high degree of redundancy built in. Production also has a significant amount of capacity designed to cope with expected forecasts in demand.

Staging

Staging is used by the eGovernment Unit and supplier project delivery teams to test infrastructure and application changes, and subsequent deployment of these changes. This is also where any department user acceptance testing will occur. This environment architecturally mirrors Production, but has a lower capacity (e.g. smaller web farms, smaller BizTalk groups etc).

Reference

Reference is used by Departments to fully end-to-end test any new services they are planning to deploy where Gateway Services are a component. Reference may also be used by Departments to test new functionality. This environment is functionally identical to Production but with reduced redundancy and reduced capacity (e.g. single leg network, smaller web farms, smaller BizTalk groups etc). 

It is also in this environment where Departments will use the VM Gateway.

VM Ware or Virtual Machine Ware is essentially application software that emulates a standard PC. It can simulate many PCs at a time, running simultaneously on a single host each instance is called a virtual machine.

For example, on a single Windows XP machine you can have multiple Windows 2000 systems running, each one acting exactly as if it were running on its own box. Each part of the machine is virtual including the Hard Disc, which is actually a collection of files in the XP host system. So to issue a new version of a virtual machine, all that is required is to send out the new files on DVD.

In terms of Gateway testing, with several specially made VMGateway images a department can become familiar with, and conduct internal testing on, the Gateway components in a secure environment.  In short, they can test that their application will talk to the Gateway component it wishes to call.

It is not designed to support full end-to-end testing, volume, or performance testing – the Gateway Reference Site environment supports these.

The latest version now has mutual authentication working for SOAP calls.  One client certificate is included on the DVD in order to perform secure and Internet SOAP calls. 

Independent Software Vendor (ISV)

ISV provides core Gateway message header and protocol validation services. This environment is provided to allow independent software vendors to test the message header of their submissions.

5.2 Types of Testing

Department Acceptance Testing

The objective of Department Acceptance Testing is to

· validate DIS box configurations;

· verify connectivity;

· regression test existing functionality used;

· test new functionality used;

As each department will be using different Government Gateway services, the amount, scope and type of testing required for each department within this test phase will be based on individual risk assessments. This risk assessment should take into consideration any limitations in preceding test phases, in particular limitations on eGU Acceptance Testing due to infrastructure and/or data restrictions.

Application and/or Infrastructure Releases

Departments will be invited to regression test existing functionality on Staging prior to it being deployed on Production. Where there is critical failure risk, this regression testing will be mandatory. There will only be a limited opportunity to conduct this testing on Staging as this environment supports eGU primarily. All new functionality will have been risk assessed and accepted by eGU, before being offered to Departments. When departments are first ready to use new functionality they can test against Reference once the release has been deployed. Normal scheduling will apply to functional testing on Reference.

Exceptions may require individual consideration (e.g. eGU needing Department assistance to test new functionality; Departments releasing at the same time and needing new functionality)

Service Releases

Departments are invited to conduct full service testing on the Reference environment, prior to the Service Release being deployed onto Production, then Staging.

Live Services Acceptance

Live Services Acceptance is designed to ensure that:

· all necessary processes, procedures and information are in place to support the transition of each Government Gateway release into business as usual service management.

· The Live Services teams are ready to accept the release into live operation

This includes ensuring that the exit criteria of proceeding test phases is known/has been met and that the quality/limitations of each release are clearly visible.
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� e-GIF: Electronic Government Interoperability Framework. See the � HYPERLINK "http://www.e-envoy.gov.uk" ��www.e-envoy.gov.uk� site for more details






