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This document answers some important questions, a department might ask, before embarking on a Gateway Project.

	1. How long does a Gateway Implementation ordinarily take?

	Customers wishing to utilise the Government Gateway must provide adequate notice and allow sufficient time when planning Gateway go live dates
	· There is a minimum 14-week timeline from initial engagement with the e-Delivery Team (eDt) to Gateway go-live. 

· Go-live dates are provisional until formally agreed by the eDt. Go-live is not possible until eDt test and acceptance criteria have been successfully met and signed off.



	2. What hardware or software will I need to procure?

	You will no longer have to procure a Departmental Interface Server (DIS) box.  DID have put in place, a fully resilient, high performance, highly scaleable DIS architecture, which all Departments (Central and Local) can use. 
	· The DIS box is the interface between the customer and the Gateway. It provides guaranteed 2-way communication and once only delivery of documents. 

	You will need some competence in Extensible Mark-up Language (XML).
	· XML is used as the standard data format for all messages into and through the Gateway.
· DIS receives and transmits data in XML format. All XML files submitted to or output by the Gateway have to conform to GovTalk schema specifications – details are available at www.govtalk.gov.uk.
· All e-forms or other documents that are to be submitted through the Gateway Transaction Engine will need XML/Schemas produced – this is a customer responsibility.  Depending on the service you wish to implement on the Gateway however, there may already have been a schema created, and available in the Govtalk schema library.  This depends on the genericisity of your service e.g. payments are fairly standard across the board.  DID will advise and help with finding an XML schema is one already exists. 

	When you wish to implement a payments application, you will require a digital certificate, to enable a secure a connection to the Gateway Payments Engine.  
	· Ordinarily this will take 3-5 days from order to installation

	3. Do Local Government Departments have any additional hardware or software requirements?

	Non-PSN entities such as Local Government Departments will require an additional digital certificate, which enables them to use the NI DIS infrastructure. 
	· This is issued by the eGovernment Unit (formerly the Office of eEnvoy), and is arranged by DID
· It will be the customer’s responsibility to install this certificate onto the Departmental web server

	4. Can Gateway Services have more than one user e.g. in some cases, I may want agents to act on my behalf when applying for grants or subsidies for my farm

	Gateway users can be “Individuals”, “Organisations” and “Agents”.
	· Customers need to decide who the service is aimed at.

	Within Organisations there can be a hierarchy of “users” and “assistants” who are assigned different rights according to the business processes they are responsible for. 
	· The person who first registers for their organisation is a “user” and can add other “users”.

· Assistants have much more limited rights and can only be created by a user.

· Every user / assistant must have their own credential (user id and password or digital certificate). 

	Agents (e.g. accountants, payroll bureaux) can submit transactions on behalf of other organisations /individuals.
	· Agents need to register and enrol for the relevant agent class service (e.g. the Inland Revenue Self Assessment agent service) and be authorised to act on behalf of someone who is also registered and enrolled on the Gateway. This means that the customer needs to “know” the agent and be able to supply known facts about them.

· Whether an Agent has a user id/password or digital certificate depends on the requirements of the Gateway services they use. 

· A service may be built to allow both the user and the agent to submit forms or just the agent, however only one agent can represent a user.

· An agent can act on behalf of many users, but each user can only assign one agent per service to act on their behalf.

	5. What if I don’t need to use all of the Gateway Components?

	Gateway is a collection of components, which can be used in combination, or exclusively.
	· Customers need to decide what Gateway components will be used 

· Customers have the opportunity to submit their high level outline design and obtain feedback on whether the Gateway model is viable for their project.

	6. So what do you need from my Department and me?

	Customers need to supply an initial set of known facts for their Gateway service, and to supply regular updates to reflect 
	· Known facts are pieces of information about an individual, agent or organisation that a Department uses to identify and confirm, that they are who they say they are.  A good example of a known fact, would be a National Insurance Number (NINO).  This is one of the known facts, the Inland Revenue might use, for online self-assessment.

· What known facts will be used?  

· Where will the known facts, and subsequent updates be sourced from e.g. derived from a departmental legacy system?

· How they will be supplied to the Gateway and how frequently will they need to be updated?      

	The Gateway will request names and addresses for those enrolling for a service so that Activation PINs can be posted.  The posting out of PINs is a security measure – similar to practices already used in (online) banking for instance.
	· Customers need to consider how these name and address details will be sourced (which backend system) and supplied e.g. do you already have an up-to-date database containing name and address information

	7. What about authentication levels – legislation can often deem it necessary that we use digital signatures and certificates for online services – especially in the area of grants and subsidy application

	Customers need to decide the required authentication level for a transaction.


	· Customers must balance ease of registration with risk of security breach or financial loss.  The Registration & Authentication Framework (http://e-government.cabinetoffice.gov.uk/assetRoot/04/00/09/60/04000960.pdf) sets out the steps customers must undertake when introducing an electronic transaction.

The main factors to consider are:

· How confident do you need to be of who you are dealing with? 

· Integrity - Will you need to prove that what was sent and what was received was identical? 

· Non-repudiation – is there a requirement to prevent a party in a transaction denying they have sent or received a transaction?

	The authentication level required determines what credential the user needs for a Gateway service. 


	· Level 0: no credential – no authentication required.

· Level 1: user id & password - provides a basic level of authentication since only the holder of the user id should know the password.  Protects against minor inconvenience or loss [does not provide integrity or non-repudiation].

· Level 2: digital certificate – provides more assurance of the person making transaction since they need to provide proof of identity to a trusted third party in order to obtain the certificate.  Protects against significant inconvenience or loss [also provides integrity and non-repudiation]. 

· User Id and password may be used for level 2 transactions in certain circumstances e.g. whilst digital certificates for citizens are not widely available. 

· Level 3: digital certificate plus (e.g. some kind of biometric) - provides identification beyond reasonable doubt, protects against danger of substantial financial loss, risk to personal welfare or safety.

* The Gateway does not currently support level 3 authentication.

	Digital Certificates.
	· A digital certificate is a small piece of encrypted software that sits on a token such as a smart card or the hard drive of a PC.  Digital certificates are provided by certificate authorities who independently confirm the identity of the applicant before issue. 

· The current suppliers for Gateway users are: 

Equifax – www.equifaxsecure.co.uk/ebusinessid
BT Trust Services  - www.btglobalservices.com/en/products/trustservices/products/id_certs.html
Chamber SimplySign - www.simplysign.co.uk
· All Gateway certificate providers must have tscheme approval- www.tscheme.org 



	8. We have decided on the application design, have a set of known facts ready for upload and agreed the level of authentication required – how do we go about testing this is actually going to work?

	Customers must fully test their end-to-end service prior to go live on Government Gateway.
	· Once development of the application screens are nearing completion, a DVD is shipped to the Department from the eGovernment Unit.  This DVD contains a VM Gateway, or Virtual Machine Gateway.  

· In most basic terms, this is an exact replica of the Government Gateway as it works today.

· VMGateway allows customers to become familiar with, and conduct internal testing, with the Gateway components in a secure environment at their own location.  

· Following VMGateway, customers would move to the Gateway Reference testing environment to conduct User Acceptance Testing (UAT).

· Customers need to plan (in conjunction with DID and eGovernment Unit) for this phase as part of their project.

· Customers must provide detailed testing plans and scripts for eGovernment Unit approval.  This is to ensure the tests are end-to-end including testing the user experience of registering and enrolling for the service and using the customer’s help desk to handle Gateway related queries (if these components are utilised).

· Customers will be required to produce testing results for sign-off by eGovernment Unit

· Customers will be required to test in accordance with eGovernment Unit test and acceptance criteria (which will be provided by your eGU dedicated Project Manager) and obtain successful sign-off prior to go-live.

· As part of the Gateway Release Strategy, periodic updates to the Gateway environment will be made via scheduled releases.  Customers should note that they may be required to undertake regression testing.  

	9. So, after testing is complete and my service has gone live, is there anything I have to do to support the live service? 

	Departments must provide first line support to their end users for business and technical queries regarding their Gateway service. 
	· Ordinarily, Departments provide a phone number customers can call, or a mail box they can mail, with their queries
· For incidents, which cannot be resolved by customer help desks, the Department (only) contacts the Live Service team


	The Helpdesk Application support tool enables customers to query the Gateway directly to resolve problems that have been logged by their end users.
	· Training in the use of the Gateway help desk application is provided by the eGovernment Unit, and is usually taken within the last month, before the Departmental service goes live

· The main high level functions are:

 Help desk administration - the setting up and maintenance of support staff who are allowed to use the helpdesk support system.

 User maintenance - allows amendment of Gateway user details such as allocate agent, or arranging for issue of new password for a user who has forgotten their old one.

 User enrolment support - allows enquiries on status of a user such as when they enrolled and when they activated the service.

 User queries - allows the query of information such as events that have occurred for a user or particular transaction. All user queries are driven by the input of known facts.

	10. So, other than the Gateway Helpdesk application, how else will my service and my Department be supported e.g. what if the DIS infrastructure goes down – are there Service Level Agreements in place with our hardware provider’s for instance?

	On a day-to-day basis, DID provide frontline DIS support.
	· If you seem to be experiencing a problem with your application, and its not a problem, that Live Services can fix – place a call with the DID DIS support team – DID will diagnose your problem, and direct your call to the necessary partner for resolution e.g. if it’s a hardware problem Dell are responsible for its resolution 

	DID do not control your local network however e.g. Land Registry resides on DFPs network and so is supported by the DFP ISU for any local network issues
	· Departments must negotiate their own SLAs with their Departmental ISU, for local network uptime and maintenance.  This is not the jurisdiction of DID

	From a software point of view – the DIS infrastructure is covered under the Microsoft Premier Support contract.
	· This is controlled and monitored centrally by DID

	From a hardware point of view – the DIS infrastructure is covered under the Dell Gold Agreement.
	· This is controlled and monitored centrally by DID

	The eGovernment Unit Live Services Team supports your service once it’s up and running. The Gateway Service Definition document (which will be supplied by your eGU dedicated Project Manager) describes the services that are provided in some detail.  


	· Customers will need to provide support staff contact information and confirm how will they will liase with the eGovernment Unit Live Service team.  DID will broker this meeting.



	11. What is this going to cost my Department?

	There is a cost in using the Government Gateway for Registration and Enrolment, Authentication, Forms Submission and Payments

Service

Cost

Registration to use Gateway and all its services

1 * 24p

Authenticate

24p each time

Authentication + a form submission

1 * 49p


	· Departments should take budgetary measures at the start of each financial year, to set aside monies for Gateway costs

· These use-related costs are significantly lower however than any other option available, if you bear in mind the significant investment that has been made in infrastructure, support, security.

	There is a per transaction cost of 9p maximum falling to a 3p minimum.  As the number of transactions on the Payments Engine rise, taking into account all transactions added together from all users, the per transaction cost falls.  NI Departments will benefit from transactions in England, Scotland and Wales.

Transactions per month

Cost per transaction

0 – 100,000

9p

100,001 – 500,000

6p

500,001 – 2,500, 000

4p

2,500,001+

3p


	· Departments can set aside monies for Payments costs at the start of each financial year, or they can simply add the per transaction cost onto the cost of purchase



	Departments will have no hardware costs
	· DID have put the enterprise-wide DIS infrastructure in place, for Local and Central Government Departments to use, free of charge

	Departments using the Payments Engine will require a digital certificate to enable the establishment of a Secure Socket Layer (SSL) connection with the Gateway Payments Engine
	· This will cost somewhere in the region of £350.  Verisign or Equifax are probably the best known digital certificate providers 

	Departments using the Payments Engine have to set up a merchant ID and a terminal ID with their bank, to become an online trader.
	· The Merchant ID costs somewhere in the region of £450

· The terminal ID costs somewhere in the region of £50

* Talk to your bank’s Specialist Solutions Manager – prices may vary.  Should not however be in excess of those prices shown above.


